WUHdpopmaumonHaa namaTtka ana obyvaiowmxca no Kuéep6esonacHocru

C KaXIbIM I'OJJOM MOJIOACKH B UHTCPHCTC CTAHOBUTLCA GOHBH_IC, da IIKOJIbHUKH OJHU H3
caMbIX aKTHBHBIX IOJb30BaTeneld PyHera. Mexay TeMm, MOMHMO OTrpOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT W MpoOJieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

KomnbloTepHble Bupycbl

KoMmmbrotepHslii  BUpYC — 3TO  Pa3HOBHJIHOCTh  KOMIIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOKeHHIo. B
JOTIONTHEHWE K ATOMY, BUPYChl MOTYT MOBPEAUTH WM IMOJHOCTbIO YHHUUTOXHUTH Bce (ailiibl U
JTAHHBIE, MOJKOHTPOJBHBIE TOJIH30BATENI0, OT UMEHU KOTOPOro ObUIa 3aIylieHa 3apakEHHas
nporpaMma, a Takke MOBPEIUTh WU JaKe YHUYTOXKHUTH OMEPAIIOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11e10M. B 60BIIMHCTBE CiTydaeB pacpOCTPAHAIOTCS BUPYCHI Yepe3 WHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yit cOBpeMEHHbIE ONEPAlMOHHBIE CUCTEMbI, UMEIOLINE CEePbE3HbII YPOBEHD
3alUThl OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycraHaBnMBai matuu (UUGPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCSL C IIENBI0 JOPAaOOTKH MPOTpaMMbl) M JIpyrue OOHOBICHHS CBOEH
ornepaunoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OpULIMANBHOTO caiiTa pa3paboTunka
OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUSI, BKIIFOUH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpE MO IPaBaMU IOJIb30BATENs, @ HE aJMUHUCTPATOpA.
OTO HE MO3BOJMUT OOJNBIIMHCTBY BPEJOHOCHBIX IMPOTrPaMM HHCTAJUIMPOBATHCS Ha
TBOEM MEPCOHAIILHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MTPOrPaMMHBIE MTPOIYKThl U3BECTHBIX MPOU3BOAMUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY 7151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHNME HOCUTENN HH(OpMAIUK, TaKue Kak (hielka, TMcK win (ai u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He otkpbiBail KOMIbIOTEpHBIE (ailsibl, MOJyYeHHbIE U3 HEHAAEKHBIX HCTOYHHUKOB.
Haxke Te aiiiabl, KOTOpble MpHUCIad TBOM 3HaKoMblid. Jlydiie yTouyHM y Hero,
OTIPABJISUI JIU OH TeOe HX.

o1

Cetu WI-FI

Wi-Fi - 370 He B mepeaun JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emre
B 1991 rony Hunmepmanjackas Kommnanus 3apeructpuposana openn « WECAy», uto o603Hadao
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHH JoluIa Japyras a0OpeBuarypa, KOTOpas SBISETCS TaKOM ke
TexHoyoruei. Dto abopesuarypa «Wi-Fi». Takoe Ha3BaHue ObUTO 1aHO ¢ HAMEKOM Ha CTaHIApT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HAYaeT «BBICOKAS TOYHOCTHY.

I[a, OecCIIIaTHBIN HHTCPHET-AOCTYII B Ka(be, OTCJIIX U a3poIiopTax SBJISACTCA OTJIMYHOM
BO3MOXHOCTBIO BBIXOJa B HHTCPHET. Ho mmorume OKCIIEPTBI CYUTAIOT, YTO 06Hl€I[OCTy1'IHBIe

Wi-Fi cetu He ABI10TCS OE30IIACHBIMU.

Cogertsl 10 Oe3omacHoCTH paboTre B 00mmea0cTynHbIX ceTsix Wi-fi:
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1. He mepenaBaii cBoio nuuHylo uHpopmauuio yepe3 obOmenoctynusie Wi-Fi ceru.
Pabortast B HHX, KeJaTelbHO HE BBOJIUTH IAPOJM JIOCTYMNA, JIOTMHBI U KakKue-TO
HOMEPA;

2. Vcnonw3yit 1 OOHOBIISIM aHTUBUPYCHBIE NPOrpaMMbl U Opanamayep. TeM cambIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanuun Wi-Fi orkmroun ¢ynkmnuo «OO0muii moctyn K (daiinaMm u
npuntepam». JlanHas (QyHKIUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I10JIb30BaTEIM aKTUBUPYIOT €€ AJ1s yA00CTBa HCIOJIb30BaHus B paboTe miu yueoe;

4. He ucnons3yit myonuunsiii WI-FI s mepepayn NTUYHBIX JaHHBIX, HampuUMep s
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO MOUTY;

5. Hcnonw3yii Tonpko 3amuuieHHoe coeauHenue uepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

6. B moOwibHOM Tenedone orkiaoun  ¢QyHkiupo  «[logxmouenne k- Wi-Fi
aBTOMaTHuyeckn». He gonmyckail aBTOMaTHY€CKOro MOJKIOYEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CouumasnbHble CETH aKTHBHO BXOJAT B HAlly JKU3Hb, MHOTHE JIIOJU PabOTAIOT U JKUBYT
TaM HOCTOSHHO, a B Facebook yxe 3aperucTpupoBaH MIIIHAP]] YEIOBEK, YTO SBJISETCA OIHOM
cellbMOM Bcex JkuTeneil IutaHeTsl. MHOrMe MoJib30BaTeNd HE MOHUMAIOT, YTO HHQOpMarius,
pa3MelieHHasi UMU B COLIMAJIbHBIX CETAX, MOXKET ObITh HaliJleHa U UCII0JIb30BaHA K€M YIOJHO, B
TOM 4HCJIe He 00s13aTeNbHO ¢ OJ1aruMM HaMEepEeHHUSIMU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COUAJIbHBIX CCTAX:

1.

2.

Orpanuub COUCOK Jpy3ei. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuimiail cBO 4YacTHYIO kH3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXIECHUS W APYTYIO JUYHYIO HWH(OpMaIuoo. 3IT0yMBIITUICHHUKH MOTYT
WCIOJIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
MPOBECTU KAHUKYJIBI;

3amuiiaii CBOI penyTaiuio - Iep>KU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEIHN BUJIETH, YTO ThHI 3arpyxkaemb? [lomymai, npexnae
9YeM YTO-TO OMyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

Ecau ThI TOBOpHIIB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3Yyl CBOE pPeallbHOE
UMs U JIpYTyI0 JUYHYI0 WHGOpPMAIMU: MMs, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npouee;

N3beraii pazmemienus dororpaduii B IHTepHETE, e ThI M300paKeH HA MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJIETUTH TBOE MECTOIOJIOKEHNUE;

[Ipu peructpaiuu B CONHATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TTAPOIIH,
cocrosyre u3 OyKB U UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

Jljis couManbHOM CeTH, MOUTHI U APYTUX CaWTOB HEOOXOAUMO HCIIONH30BATh Pa3HbBIE
naposid. Torga ecnu Te0st B3JIOMArOT, TO 3J0YMBIIUICHHHKH TIOJy4aT JOCTYH TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

3J'IEKT|)0HHbIe AeHbrun

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb yIOOHBIA crocol IaTrexen, 0OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

QHGKTpOHHBIe JCHBI' IIOABHJIUCH COBCEM HC€IaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CUX IMOP HC NPOMNHCAHO PO HUX B 3aKOHAX.
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B Poccum xe oHM (YHKIMOHHPYIOT M O HHUX YK€ IPONHCAHO B 3aKOHE, IIe HUX
pasfesAloT Ha HECKOJIbKO BHUAOB — AHOHMMHBIE M HE aHOHUMHbIE. PasHMIa B TOM, 4TO
AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcss MPOBOJUTH oOrepanuu 0e3 HIeHTH(pUKAIUU
[0JIb30BATENs], @ B HE aHOHUMHBIX WACHTU(PHUKALIMY NOJIb30BATENS ABISAETCSA 0053aTEIbHOM.

OcHOBHBIE COBETHI 10 O€30I1aCHOM paboTe € IEKTPOHHBIMU JJEHbIaMHU:

1. TlpuBsku K c4eTy MOOMIBHBINA TesneoH. DTO caMblii YAOOHBII M OBICTPBIN crOCO0
BOCCTAHOBUTBH AOCTYN K cueTy. IIpuBsi3aHHBIA TenedoH MOMOXET, eciau 3alyJelb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopa3zoBble mapoiu. [locie mepexoja Ha yCHJIEHHYIO aBTOPH3AlLMIO
Tebe yxe He Oy/eT yrpokaTh OAaCHOCTh KPayku HJTU IepexBaTa IUIaTeKHOTO MapoIis;

3. Boibepu cnoxublii mapousib. IIpecTynmHukam OyaeT He NMPOCTO yrajaTbh CIOXHBIN
napoib. HajnexHsle mapoiam — 3To Mapoiiv, KOTOpbIEe COIEpKaT HE MEHEee § 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPONHUCHBbIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jlojuiapa, GyHTa, BOCKIMLATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIUM CBOM JIMUHbIE JAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

INEKTPOHHAA NoyTa

DneKTpOHHAs OYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €10 YCIYTHU IO NMEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOpBIE PACIPEAENSIOTCS B KOMIIBIOTEPHOU CETH.
O6bruHO AJIEKTPOHHBIN IIOYTOBBIN SIIIHAK BBITJISTAT CIEYIOIINM oOpa3zom:
UMs_TIOJb30BaTeNA(@uUMs_JoMeHa. Takke KpoMme TMepeAadyd IMPOCTOr0 TEKCTa, HMeeTcs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €cTh OrPOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOIO 3Haellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBail B TUYHON moure JUYHYIO HH(popmanuioo. Hampumep, mydmie BIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYIO aBTOPU3AIHIO0. DTO KOTAa MOMUMO MapoJisi HY>KHO BBOJIUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. Boibepu cioxHbBIM maposb. s KaXXA0ro MOYTOBOIO SIIUKA JIOJKEH OBITh CBOM
HAaJIeXKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecth BO3MOXHOCTh HamMcaTh CaMOMY CBOHM JIMYHBIM BONPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcnonp3yli HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbI i1 YacTHON MEpernucKku c
ajgpecataMM, KOTOPBIM Tbl JOBEpsElIb. JTO JJIEKTPOHHBIA aapec He HaAo
UCIOJIb30BaTh MPU PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBaii ¢ailibl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPHUILIH OT
TBOMX Jpy3ei. JIyulie yrouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (aiiibl;

8. Ilocnme okoH4aHusi pabOTHI HAa TOYTOBOM CEPBHICE IEpe]] 3aKPBITUEM BKJIAIKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.

Ku6ep6ynnm|r Wnn BUpTYyaNibHOE U3feBaTeNnb(rBo

KubepOynmnuHr — mpecienoBaHUE COOOIICHHUSIMH, COIEPXKAIIUMH  OCKOPOJICHUS,
arpeccuro, 3alyruBaHKe; XYJIUTaHCTBO; CONMAIBHOE OOMKOTHPOBAHHE C IMMOMOMIBIO Pa3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PbOE ¢ KUOEPOYIITMHIOM:
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1. He Opocaiica B 60ii. JIyummii coco0: mocoBeToBaThCs Kak ceOsl BECTH U, €CJIM HET
TOTO, K KOMY MOKHO OOpaTUThCS, TO BHayajle YCIHOKOMThbCS. Eciu Thl HayHelIb
OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHMS, TO TOJBKO eIIe OOoJIbIIe Pa30XKelllb
KOH(JIUKT;

2. Ymupamnusii cBoell kubeppenyranuei;

3. AHOHUMHOCTH B ceTH MHHMMAas. CyIIECTBYIOT CHOCOOBI BBIICHHTb, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKHUI 00pa3 BUPTYyalbHOMU Ku3HU. IHTEpHET QPUKCUpPYET BCe

TBOM JICHCTBUS U COXPaHSCT UX. Y IaTUTh UX Oy/IeT KpaiiHe 3aTpyIHUTEIHHO;

Cobnronait cBO# BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupydi enuHW4YHBIM HeratuB. OTHOpPa30BbIE OCKOPOUTEIBHBIE COOOIICHUS
my4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4aabHOM CTaJuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKMPOBKHM OTIIPaBKU COOOIIECHHI C OmpeaeNeHHBIX
a/IpecoB;

8. Ecmm T1b1 cBunmerens kubepOymnuara. TBou AecTBHS: BBICTYNIUTH MPOTHB
npecienoBares, IO0Ka3aTh €My, YTO €ro JEHCTBHS OLEHHBAIOTCS HETaTHBHO,
MOAJEPKAaTh KEPTBY, KOTOPOM HYXKHA TICHXOJIOTUYECKAsh IOMOIb, COOOIIUTH
B3pOCIIBIM O (PaKTe arpeCCUBHOTO TIOBEACHHUS B CETH.

o

Mo6unbHbin Tenedou

CoBpemennble cMapThOHBI U IUIAHIIETHI COAEpKAT B ce0e BIIOJIHE B3POCIHbII
(GyHKIIMOHAJ, W TENepb OHU MOI'YT KOHKYPHUPOBaThb CO CTallMOHAPHBIMH KOMIIBIOTEpPAMH.
OpHaxo, CpeACTB 3alIUTHI 7S TOJA0OHBIX YCTPOUCTB MOKA O4eHb Mallo. TecTupoBaHHE U MOUCK
YSI3BUMOCTEM B HUX NPOUCXOOUT HE TaKk MHTEeHCUBHO, Kak it [IK, To e camoe kacaercs u
MOOUJIbHBIX MPUIOKEHHH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTUYECKH JIOTHAIM HACTOJBHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BJIeYeT 3a COO0N OOMNBIIYI0 CIOXXHOCTh W MEHBIIYIO
3aIMIIEHHOCTb.

I[aJ'IGKO HC BCC MPOU3ZBOAMTCIN BBIITYCKAIOT O6HOBJ’ICHI/I$I, 3aKPBIBAOIINEC KPUTUYCCKUC
YA3BUMOCTHU U1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

1. Hwuuero He sBISETCS IMO-HACTOSIIEMY OeCIIaTHBIM. Byab OCTOpOXKEH, Belb KoTaa
Tebe mpeanararoT OECIUTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHE-TO
IUIATHBIC YCITYTH;

2. Jlymaii, mpexae dem otnpaButh SMS, poto umm Buneo. Tel TOUHO 3HAEIIb, T OHU

OyayT B KOHEUHOM HTOTE?

Heo0xo1uMo 0OHOBIISATE OMEPAIMOHHYIO0 CUCTEMY TBOETO cMapT(hoHa;

Hcnons3yit aHTHBUPYCHBIE TIPOTPAMMBI JJISI MOOHMITBHBIX Telle()OHOB;

He 3arpyxaii mpuiokeHus: OT HEM3BECTHOTO UCTOYHHKA, BEJb OHH MOTYT COJEPKATh

BPEJIOHOCHOE TMPOTPaMMHOE 00eCTIeUeHHUE;

6. Ilocne Toro Kak ThI BBIAJEIIH C CaifTa, TJe BBOAWI JIMYHYIO MH()OpMAIHIO, 3aliu B

HaCTpPOWKHU Opay3epa u ynainu cookies;

[Teproandecku nMpoBepsiii Kakue IIaTHbIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBOil HOMEp MOOMJIBLHOTO TelepOHA TOJBKO JIOJSAM, KOTOPHIX ThI 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxeH OBITH BBIKJIIIOYEH, KOT/Ia Thl MM HE MoJb3yemibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

ok w
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On-line urpbl

COBpeMeHHBIe OHJIaI\/JIH-I/II‘pBI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIWC Pa3BJICUCHUA,
06’LGIII/IH${I-OIHI/IC COTHH ThICAY YECJIIOBCK II0O BCEMY MHPY. I/IrpOKI/I HCCIICAYIOT ,I[aHHBIﬁ UM MHD,
06H_IaIOTCSI ApPYyr € APYroM, BBIIIOJHAKOT 3aJaHud, CPAKAOTCA C MOHCTPAaMU U IIOJYYarOT OIIBIT.
3a YAOBOJBCTBUC OHH IIIATAT: IOKYIIAIOT AJHCK, OIIAYHMBarOT a0OHEMEHT WU HpI/IO6pCTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MIyT Ha INOJACPKAHME M Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl AaBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MAT4U
(un¢poBbIe 3aMIaTKU JIs1 TPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTouT omacarbCsa HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcHOBHbBIE COBETHI 0 0€30MaCHOCTU TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeaeT cedst II0X0 WIH CO3AaeT TeOe HENPHUITHOCTH, 3a0JI0KUPYi
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMHHMCTpAaTOpaM MIPbl Ha IIOXOE€ IIOBEIEHUE JOTOr0 HUIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAKHE-TO JOKA3aTelbCTBA B BUJIE CKPHHOB;

He yka3biBaii muunyto nHpopManuio B mpodaiisie urpsl;

VYBaxail Ipyrux y4acTHUKOB IO UIPE;

He ycranaBnuBaii HeopunanbHbIe TaTYU U MO/IBI,

Hcnons3yi ClI0kKHBIE U pa3HbIE NTAPOJIH;

Jlasxxe BO BpeMsi MI'pbl HE CTOMT OTKJIIOYaTh aHTUBHpyc. [loka Tel urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3UTh.

N

Nookow

OuwmHr unn KpaXa NNYHbIX AdHHDbIX

OObI4HOM Kpaxceﬁ ACHECI U NOKYMCHTOB CETOJHA YK€ HHUKOIO HC y,Z[I/IBI/IfIJ_IB, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNICPEMCCTUIINCE B HHTCPHET, H
MpOoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs 1LEJb
KOTOPOTO COCTOMT B TIOJIyY€HUH KOH(UICHIMAIBHBIX JaHHBIX IT0JIb30BaTeNieil — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummumnr (ot fishing — priGHas noBins,
password — mapouis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecnu Thl Mojo3peBaelllb, YTO TBOS aHKETa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aJIMUHUCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Wcmonp3yii Oe3omacHble BeO-CAWTBl, B TOM YHCJIE, HWHTEPHET-MarasmHOB U
MTOUCKOBBIX CUCTEM;

3. Hcnonp3yii ciokHBIE M pa3HbIC Mapoid. TakuM o0pa3oM, eciau TeOs B3JIIOMAIOT, TO
37IOYMBIIIJICHHUKH TIOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecim T1ebs B3moMaiM, TO HEOOXOAMMO MPEAyNpPEeAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBbIE J00aBlIeHb! Y T€0s B APY3bsiX, O TOM, UYTO TeOsl B3JIOMAJIM U, BO3MOXKHO, OT

TBOETO UMEHM OYZAET PacChlIaThCs CIaM U CChUIKM Ha (DUIIMHIOBBIE CANTHI;

YcranoBu HagexHbli mapoib (PIN) Ha MoOMIbHBIM TenedoH;

6. OTkIIOYM COXpaHEHHE MapoJis B Opaysepe;

o
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7. He oTkpbiBail (ailnbl U Ipyrue BIOKEHUS B MUCbMAax JakKe€ €CIM OHU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

Liupposas penyrayua

[udposas permyramus - 3TO HEraTUBHAs WM MO3UTHBHAs MH(poOpManus B ceTu o Tebe.
Komnpomerupyromass uHopmMaius pa3MelleHHas B HUHTEPHETE MOXKET CEpbEe3HbIM 00pa3zoM
OTpa3UTbCs HA TBOEU peanbHOH >ku3HU. «LludpoBas penmyramus» - 3T0 TBOW UMHJIK, KOTOPBIH
dbopmupyeTcst u3 UHGopMauu 0 Tebe B HHTEPHETE.

TBoe mecTo KUTCJILCTBA, yLI€6BI, TBOC (I)I/IHaHCOBOG ITIOJIOKCHUC, 0COOEHHOCTH XapakTepa
" pacCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBACTCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONHMKAanuy JIMYHON MH(OpMaIu B
HuTepHeTe, HE MOHUMAask BO3MOKHBIX ITOCIEACTBUM. ThI Jaxke HE CMOMKEIIb J0raaThCs O TOM,
4To oTorpadusi, pazMelIeHHas 5 IeT Ha3aJ, cTajla MPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

Kommenrapuun, pasmemenue TBoux ¢ororpaduil M 1apyrue JeHCTBHS MOTYT He
WCYE3HYTh JaXe II0CJI€ TOro, Kak Thl UX yAauumb. Thl HE 3Haelb, KTO COXpPaHWI 3Ty
UH(pOPMALKIO, IIONANa M OHA B MOMCKOBBIE CUCTEMbI M COXPAHMJIACH JIM OHA, a TJIaBHOE: 4TO
HOIYMAIOT 0 TeOe OKpyXarollee JII0U, KOTOpble HaWayT U yBUIAT 3To. Haiitu mHdopmanuto
MHOTO JIET CIYCTS CMOXET JI000H — Kak M3 J0OpBIX MOOYXKICHHH, TaK U C HAMEPEHHUEM
OPUYUHUTH Bpel. ITO MOKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALUU:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJNWKOBaTh U MepeAaBaTh y cebs B Oiore uiam B
COITMAJIbHOM CETH,

2. B nactpoiikax mpoduis yCTaHOBU OTPaHUYEHHUS Ha TPOCMOTP TBOETO MPOGUIIS U €To
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPYy3ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOTr0-TMO0 OCKOPOIATh
WU OOMXKaTh.

AsTopckoe npaBo

CoBpeMeHHbIE IIKOJIbHUKM — AaKTHUBHBIE IOJb30BaTeNd LU(GPOBOrO MPOCTPAHCTBA.
OpnHako najgexko He BCE 3HAIOT, YTO MOJIb30BAaHHME MHOTMMH BO3MOKHOCTSIMH IIU(GPOBOrO MUpa
TpeOyeT coOIoAeHUs IPaB Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTbD.

TepMuH «MHTEUIEKTyaJ bHass COOCTBEHHOCTBY» OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300peTeHH U 3HaKOB, 0003HAYaIOMINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYTd, W 3aKaH4YMBasg KHHUramu, QortorpadusMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa — 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa He OylIeT HampacHbIM, JAacT €My CIpaBeIJIMBbIE
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ysibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh M MPHU3HAHUE.
Huxkro 6e3 pa3pemieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAaBaTh, HMMIOPTHPOBATH, IyCKAaTh B MpOKAT, IYOJMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B AHpe UK pazmemiaTs B IHTepHeTe.

Hcnonb30BaHne «IUPATCKOTO» MPOTPAMMHOTO 00ECIIEYCHHSI MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT IMOTEpU JAHHBIX K TBOMM aKKayHTam /0 OJIOKMPOBKH TBOETO YCTpOICTBa, Tie
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YCTAQHOBJICHHBII He JierajgbHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYILECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTHU B CETH.



